3ATBEPOXYVYIO:

lFonosa MpaBniHHA

AKLiOHEepHOro ToBapucTBa
«KomepuinHuii IHaycTpianbHUii BaHk»

MNytiHuesa T.B.
«__» bepesHa 2021 p.

TEHOEPHA AOKYMEHTALLIA Ne
1.TeKkcrt oronoweHHA

1.1. AT «KIb» oronowye npo nposeaeHHA «05» KBiTHA 2021 p. TeHAepa 3 BMOOPY NocTayasibHUKA

Ha HaZaHHA nocayr 3 «OUiHIOBAHHA 3aXMULLEHOCTI KOMN'IOTEPHUX CUCTEM Ta MepeXKi baHKy, y Tomy
YUCAI LWNAXOM MOAENOBAHHA A 30BHILWHbOIO NPOHMKHEHHA». Micue nposeaeHHA: M. Kuis, By.
MpencnasuHCbKa, 28.

1.2. MpegmeTom TeHAEPY € HAMKpPALLLA NPOMNO3ULIA MO YKAALAEHHIO AOTOBOPY HA HACTYMHUX YMOBAX:

cneumnodikauia (3a3HaveHa B [opatky Nel) nosHicTio Bignosigae Bumoram baHKy 3a
KiNbKICTIO Ta HOMEHKNATYPOIO;
ONTUMabHaA LiHOBA NPONO3ULif;
TePMiH BUKOHaHHA pobiT He nepeBuLLyE 45 KaneHaapHUX oHIB;
NAaTIXKHI yMOBU AOrOBOpPY:
* nicnannarta 100% (nepeBa*kHo);
* abo nepegmonnata go 50% Ta onnata 50% npotarom 10 pobounmx AHIB 3 AHS
NiANWUCAHHA CTOPOHAMM aKTy BUKOHAHUX PO6IT.

1.3. Y4yaCHUKKU TeHAepY NOBUHHI BiAMOBIAATU TAKUM BUMOTam:

[0CBig poboTn B 061acTi HagaHHA aHANOTNYHUX NOCAYT Y BaHKIBCbKOMY Ta KOPNOPATUBHOMY
CEKTOpi He MeHLe 3-X POKIB;

HAABHICTb HEe MeHLe 3-X NO3UTUBHUX JINCTIB-BiArYKiB 32 OCTaHHI 3 POKU Bif, KOHTPAreHTiB;
He MeHLWe 3 peanizoBaHUX MPOEKTIB B ¢piHAHCOBIN abo KopnopaTuBHIl cdepi BNPOAOBK
OCTAHHbLOIO POKY;

HaABHICTb HEOOXiAHMX MaTepiaNbHUX pecypcis;

HaABHICTb KBaNidpiKOBaHOro nepcoHany, Wo mae BianosiaHi ceptndikatn OSCP/CEH/CISM;
HaABHICTb NiLeH3ili, HeobXiAHMX ANA BUKOHAHHA pOobiT, a TaKoXK cepTndikaTiB Ha maTepianu
i 061aAHaHHA, WO BUKOPUCTOBYIOTLCA i iHLIe.

1.4. 36ip 3aaBOK, ix 06pobKa Ta 6e3nocepenHbO cam TeHAep Oyae NPOXOAMUTM Ha €NEeKTPOHHIN
Toprosin nnowaaui (gani - ETN) https://zakupki.prom.ua/commercial/tenders , 3a HacTynHum
pernameHTom:

e 24 6epe3Ha 2021 p - po3milLEHHA NOBIAOMNEHHA NPO NPOBEAEHHA TEHAEPY Ha CaMTi
6aHKy Ta Ha ET;

e 25-26 6epesHs 2021 p — nepiog YTOYHEHHA TeHAEPHOI AOKyMeHTauji Y4acHMKamu y
3aMOBHMKa;

e 29 6epe3Ha — 4 kBiTHA 2021 p — 6e3nocepenHA nogadya YYaCHUKaMM KOMEPLiMHUX
nponosuuiii Ha ETI;

e 5 KkBiTHA 2021 p — npoBeAeHHA TOPTiB;

e 6 KBiTHA — 15 KBiTHA 2021 p — po3raa4 OTPMMaHMX NPONO3ULLIA Ha BiANOBIAHICTL yMOBam
TEeHAEPHOI AOKYMEHTALi, oronoweHHA MNepemoxua Ta pesepsHOro lMoctavanbHMKa.

1.5. YnoBHOBaXeHMI NpauiBHUK baHKy AnA OTpMMaHHA PO3'ACHEHb 3 TEXHIYHMX NUTaHb:


https://zakupki.prom.ua/commercial/tenders

- KoTtenbuyk Bonogmmup Iroposuy, agpeca enektpoHHoi nowTu: volodymyr.kotelchuk@cib.com.ua,
TenedpoH: 044-290-79-00.
- KasyHeub /llogmuna OnekcaHapiBHa, agpeca efieKTpoHHoi nowTu: liudmyla.kavunets@cib.com.ua,

TenedpoH: 044-290-79-00.

1.6. YNnoBHOBa)XeHWUIM NpaLiBHUK BaHKy An1A OTPMMAHHA PO3'ACHEHb 3 OpraHi3aLiMHUX NMUTaHb:
- YeboTok EBreH OnekcaHApPOBUY, agpeca eNekTpoHHoi nowTu: yevhen.chebotok@cib.com.ua,

TenedoH: (099) 947 6639.

2. Kputepiit BU3HaueHHA MepemoxKua TeHaepy
2.1. Mpw BU3Ha4YeHHI NepemorKua BUKOPUCTOBYIOTbCA HACTYMHI OLLiHIOBAHi MOKA3HMKU KOMEPLIMHMX
NPONO3ULLIN:
2.1.1. uiHOBI KpuTepiIi;
2.1.2. cTyniHb BiANOBIAHOCTI BUMOram i ymoBam, 3asHadeHum s n. 1.2 1.3

2.2. 3amoBHMKOM byae BM3HAYEHO OCHOBHOro lepemMoXKuA Ta pe3epBHOro, Npo LWo obuasa
y4YacHMKa byayTb NOBigOMANEHI.

3. 3mict KomepuitHux npono3suuii

3.1. KomepuinHi npono3unuii NoBUHHI MicTUTK iHdopMaLto, HEeODXiAHY ANA OUIHKM MOKa3HUKIB,
3a3HayeHux y n.2 TeHAepHOI AOKYMeHTaLi, y TOMY Ynchi:
3.1.1. uiHoBy npono3uuito y dopmati MS Excel BignosigHo go Aopatky Ne2;
3.1.2. KomepuiliHy NpPono3uLilo B AO0BI/bHIM dopmi, y ToMy uncni onuc pobiT, AKi nnaHyeTbes
3pobUTK B pamKax 40roBopy;
3.1.4. ckaHOBaHI Konii NPaBOBCTAHOBAIOOUYMX AOKYMEHTIB (B apxiBHOMY dalini):
- BuTAr 3 EAPHOODONTP;
- KoniA ceigouTsa naaTtHMKa MAB (AKLWO KOHTpareHT € naaTHUKom MNAB);
- [JaHi KepiBHWKIB Ta 3acHoBHuKiB (M.l.b., macnoptHi gani, (PHOKMM (IMH)), yactka B
CTAaTYTHOMY KaniTai, micue HapoAKeHHA, MicLe NPOXKMBAHHA) Y BUrNAAj Tabauui B dopmarti
MS Excel.
3.1.5. cKaHOBaHi ANCTU-BIATYKN Bif, KOHTPAreHTIB;

3.2 BapricTb nocayr BKasyeTbcs 3/6e3 M[B B 3aneXHOCTi BiA HasBHOI CUCTEMM OMNOAATKYBAHHSA
YyacHuMKa. AKLWO y4yacHUK € naatHukom MNAB, a npono3uuia HagaHa 6e3 MAB (44 HaBnaKuK), Taka
nponosuuia He byae NPUNHATA 40 po3rnaay.

4. |[HWi ymoBu
4.1. TepMiH Aii yMOB KOMEPLiMHUX NPOMNO3ULLiI Ta YKNaAaHHA J0roBopy - A0 «15» TpasHA 2021 p. ;

4.2. IHpopmauis Wwonao pesynbTaTtiB TeHAepY byae NoBigOMIEHA YH4aCHMKam 0cob0to, 3a3HaYeHOL0
B n.1.5,;

4.3. 3 MeTO KOPEKTHOI OLiHKM OCTaTOYHMX KOMEPLNHUX MPONO3ULLIA BCiX/KOXHOrO i3 y4acHMKIB
BaHkOomM Moxe 6yTn 3aTpebyBaHO AoaaTKoOBY iHPopmalito, abo aKTyanisoBaHy, BignoBsigHO A0
pe3ynbTaTiB TEHAEPY, KOMEPLIIMHY NPOMNO3UL,HO.



JopaTok Nel
TexHiuHe 3aBAAHHA A0 TeHAEPHOi AOKYMeHTauii

3 BU60py NocTtayanbHMKA Ha HaAaHHA nocayr OuiHIOBaHHA 3aXMULLLEHOCTi KOMN'IOTEPHUX CUCTEM
Ta mepeXi BaHKy, y TOMy YUCAi WWAAXOM MOAENIOBAHHA Aill 30BHILLHbOro NPOHUKHEHHA

Ho3umii Onuc
HaiimenyBanHs TOoBapy (po0iT, OCIyT) OI1iHIOBaHHS 3aXHIICHOCTI KOMITFOTEPHUX CUCTEM Ta Mepexi baHky,
Yy TOMY YHCJII IIIJISIXOM MOJICITIOBAHHS il 30BHIIITHEOTO
MPOHUKHEHHS

Mopens, crierudikamis -

ApPTHUKYT -

Bumoru o pobit Jo meperniky poOiT MalOTh BXOIUTH:

* 30ip inopmarii B [HTepHeT, 0a30Bi MEPEIKEBI 3AIUTH

+ CkaHyBaHHS 30BHIIIHBOTO TIEpUMETpa

* AHati3 Ta cuctemarusanis ingopmarrii

* CripoOu ekcIutyaTarnii Bpa3iuBocTen

* ATaka Ha 30BHIIIHI cepBicH

* ATaka 110 CJIOBHHKY / OpyTdopc Ha BusiBIeHHS iHTEepdeiicu
IOJATKIB

+ Cpo6a mpopuBy IIepUMeTpa 3 METOIO MONAIaHHs Ha KOMIT'TOTep
KOpHCTYyBayua

o CormianbpHa iHKeHepis — QimMATOBa aTaka
o Jlns1 BeO CEpBICiB B T.4.:
v" Fuzzing-tect
v' Tlomyk SQL in'exuiii
v' XSS rect
O6’exTH 1OCTIKEHHS e 3oBHiwHiI xocTH — 12 1T,
e Beb nomenw/cydonomenu- 12 mr.
e [lepconan- 300 xopuctyBadiB

TepMiHu 1 NepiOANYHICTD 3aKyITiBENb pa3oBa mociyra

KIJIBKICTD 1

YMOBH 00CIIyTOBYBaHHS -

Tapanris PETIeHTeCT NPOTAToM 6 Mic.

MiHiMaJbHI BUMOTH 0 MOCTaYaIbHUKA
poGiT (mocnyr):

- TOCBiJ, KBaJi(iKaIis ceprudirosannii nepconan OSCP/CEH/CISM

- HasIBHICTh BUKOHAHUX IPOEKTIB He MeHlIe 3 peasi30BaHMX NPOEKTIB B (hiHAHCOBIH cdepi
- TepMiH poOOTH Ha PHHKY HE MEHIIEe 3 POKiB Ha PHHKY

- mineHsii -

Mosa 3BiTY yKpaiHChKa

JlonaTkoBi BUMOTH HaJIaHHs peKOMEHJIallil 010 YCYHEeHHsI BPa3JIMBOCTEH

KepiBHUK nigpo3ainy Kotenbuyk B.I.



