HopaTok 2
Ao MNpaBun HagaHHA NNaTiKHMX Ta iHWKWX Nocnyr gisndyHum ocobam B
AKUIOHEPHOMY TOBAPUCTBI «KOMIHBAHK»

BBoauTtbea B Aito 3 01.12.2022 pokKy

NAM’ATKA KINIEHTA

(3 NnuTaHb 6e3neKn BUKOPUCTaHHA 3acoby ANCTaHLUIMHOI KOMYHiKauii — cucrtemm
IHTepHeT-6aHKiHry)

YBara!!! Byab nacka, He irHopyuTe TeKCT HUXK4e (ANA 060B’A3KOBOro NPOYMTaHHSA)

Mpwn 34iCHEHHI NnaTikHMX onepawin 3a 4ONOMOrok 3acoby AMCTaHUINHOI KOMYHikauil IHTepHeT-
GaHKiHry:

1. 3bepirante y pexxmmi cyBopoi cekpeTHOCTi Bawi ayTeHTudikauiiHi gaHi: norinn, naponi, MNMiH-
koan - aki Bu BukopuctoByeTe y poboTi i3 3ac0O60M AMCTaHLIMHOI KOMYHiKauii — CMCTEMOK
IHTepHeT-OaHkiHry (gani - Cwuctema). Hikonn He 36epirante ix Ha SlIM-kaptax, flash-
HakonM4yyBayax i >XOPCTKMX Auckax Baworo mobGinbHoro tenedoHy, nnaHweTy, HOoyTOyky abo
Komn’toTepa.

2. Hikomy (y Tomy umcni, i npauiBHMkam baHky) Ta Hi 3a siknx o6CTaBuH HE MOBIAOMITSIATE Naponi
Ta NoriHn no TenedgoHy abo y NoWTOBOMY MOBIAOMMAEHHI. AKWo By oTpnmanun enekTpoHHMI NCT
(y Tomy umucni 3 6yab-akoi agpecu baHky) 3 npoxaHHsiM nosigomuTn abo nigTBepanTy Baww noriH
abo naponb — HeBignoBiganTe Ha 3anuT. 3atenedonynTte oo KoHtakT-ueHTpy baHky Ta 3anuwre
NOBIQOMNEHHANPO CNpoby HECAHKLIOHOBAHOIro OTpMMaHHS Bawmnx ayTeHTudikauinHux gaHux. He
HagcunamnTe 3 BNacHoiiHiLiaTnBm 6e3 npoxaHHsa npauiBHMKa KOHTaKT-LUeHTPpY OTpUMaHui NUCT Ha
agpecu baHky.

3. [lMam’aranTe, Wwo bBaHk Hikonn He 3annTye Ta He nosigomnse (!) KoHpIgeHUinHOT iHbopmauii,
NOriHM Ta naponi y teneoHHOMY pexnmi abo eneKkTPOHHOK MOLUTOK, HE po3cunae 3acobamm
€MeKTPOHHOI NoLWTK NporpamHe 3abeaneyvyeHHs A5 BCTAHOBMEHHS Ha Bawi npucTpol.

4. BigkntouiTe GyHKUiIO 3anaMm’aToByBaHHA naponiB y Gpaysepax (Internet Explorer, Google
Ghrome, FireFox, Opera Towo) Ha MobifibHOMY TenedoHi, NnaHweTi, HOYTOYKy i Komm’toTepi, 3
aonomoroto sikux Bunpautoete 3 Cuctemoto.

5. [Onga exogy y Cuctemy 3aBXam BUKOPUCTOBYMUTE BRACHI NOriH i naponb.

6. He 3anuwanTte 6e3 Harnagy Baw mobinbHUn TenedoH, nnaHweT, HOyTOYK abo Kommn’toTep
nig Yyac po6otn 3 Cuctemoro.

7. Y pasi BTpatn MobinbHOro TenedoHy, Ha skui Bu oTpumyete SMS-nosigomneHHs 3
o HOpa30BMMM NaponsaAMn, HeranHo 3abnokynTte SIM-kapTy (Homep TenedoHy).

8. Ha uac posroTtpuBanoro (gekinbka micauis i 6inbwe) nepepmBy y poboTi i3 Cuctemolo,
3BepHiTbCs A0 KoHTakT-ueHTpy baHky Ta 3abnokynte CBil MNOriH.

9. He 3gincHionTe poboTy i3 CucTtemMoro 3 KOMM'toTepIB iHTEpHET-Kade, Gi3Hec-LeHTpIB, roTeniB,
irpoBux3anis abo iHLWKX 0CiB, OcKiNbkn B He MoxeTe B6yTn BNEBHEHMMU, LLLO BOHW BignoBigawTb
BuMoram 6esnekn Ta 3axucty Bawwmx paHux. Taki komm'loTepn MOXyTb OyTu 3apaxeHi
nporpamMamu A5 noLuyky i KpagiKKu naponis, HOMepPIB NNaTiKHUX KapT TOLLO.

10. AKWO Le MOXNMBO, He npaulnte Ha poboyomy Micli 3 nmpaBaMmu agmiHicTpaTopa
onepauinHoi cuctemu.

11. MNig yac po6oTun i3 cepBicom IHTEpHET-6aHKIHIY NepioguyHO NepeEBIPSNTE YMHHICTb agpecu
cTopiHkn Cuctemum (https://cib-online.com.ua). Y pagky agpecu ctopiHku y Bawomy 6paysepi mae
OyTV nNpucyTHE 300pakeHHs1 3a4MHeHoro 3amka. Pagok agpecu cTtopiHkm B Gpaysepi Internet
Explorer mae 6yTn niacsiveHo 3eneHMM KONbOpoM. Y pasi BUABMEHHA Nig03pinux cauTie, iMeHa
SKUX Ta CTUNb 0POPMIIEHHSA CXOXi 3i CTOPiIHKO CrucTeMu, HeranHo 3atenedoHynTe o KoHTakT-
ueHTpy baHky Ta sanuwTenoBigoOMMNeHHs Npo cnpoby danscudikadii canty Cuctemu.

12. He BigBigynTe canTtiB CyMHIBHOro 3MicTy Ta B6yab-skux iHWKX IHTEepHeT-pecypciB (couianbHi
Mepexi, KOHepeHuii Ta YyaTu, TenegoHHi cepBiCM TOLWO) 3 NEePCOHaNbHOro KoMMm'loTepa 4u

MOGifNIbHOrO NPUCTPOID, HA AAKOMY 3AINCHIOETLCA MIArOTOBKA Ta BiAnpaBka AOKYMEHTIB 40 baHky.
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https://cib-online.com.ua/

He uyuTtanmte nowTy Ta He BidKpMBaWTe MNOLUTOBUX BKMNafeHb A0 €neKTPOHHMX FUCTIB, SAKi
Haginwnn Big HesigoMux abo nigo3pinux agpecarie. He cnig 3gincHioBaTK yCcTaHOBKY Ta
OHOBIIEHHSA OyAb-SKOro NporpamHoro 3abesneyvyeHHs He 3 oiLiNHNX canTiB BUPOOHMKIB.

13. He BcraHoBnonte Ha MOOBINbHOMY MPUCTPOI (CMAPTAOHI, MAaHLWETI TOWO, Ha SIKOMY
BCcTaHoBNeHo Cucrtemy) nporpamHe 3abesneyeHHsA/nogatkm 3 HeodiuilHMX axeper, Ha
nepcoHanbHOMYy KOMM'IOTEpi (3 SKOro 34incHIETbCA nigknioveHHs o Web-iHTepdeincy)
HeniUeHsirHi onepauiiHi cnctemm Ta NnporpamHe 3abe3neyeHHs.

14. BukopncToBynTEe Cy4acHe aHTMBIpycHe 3abe3nedyeHHsl, OHOBMONTEe Ta nNpoBOAbTE
aHTUBIPYCHY MNepeBipKy Ha MNepCoHarbHUX KOMM'loTepax Ta MOOINbHUX  NPUCTPOSIX.
Haronowyemo, Wwo wkignnee nporpaMmHe 3abesneyeHHs 3gatHe nepexonnioBatn 6yab-ski AaHi 3
nepcoHanbHUX KOMN'tOTepiB i MOGINbHUX NPUCTPOIB, 36epiraTth i NowMpoBaTH Taky iHopmaLiito
AN NOAanbLIOro HECaHKLiOHOBAHOrO BUKOPUCTaHHA CTOPOHHIMM 0CO6aMu 3MOYUHHMM LLUFIAXOM.

15. 3abesnevynTe CBOE4YacHe BCTAHOBIEHHSI OHOBIEHb 06e3nekn onepauinHoi cuctemu,
OpaysepiB Ta nporpamHoro 3abe3neyeHHss Kommn'toTepiB/MobinbHUX npucTpoiB. HeobxigHo
BCTAHOBUTW HafivHi naponi AoCTyny Ha BXi4 A0 MNepCcoHanbHOro Kommn'toTepa/mobinbHOro
NPUCTpPOLo, 3abe3nevnT NepiognyHy 3MiHy LIMX NaporiB.

16. lMam’aTanTe, WO OTPUMAaHHS PEXMMY 3aXMCTY iHOpMaLii Ta CBOeYacHe BUSIBNEHHS hakTy

KomnpomeTauii Bawmnx ayTeHTUIiKaLinHMX JaHUX OO3BOMUTL MiHIMI3yBaTM PUSNKM OTPUMAHHS

30MTKIB TAyCYHYTM YNHHUKM 3arpoas.

17. PekomeHpauii wono 3axucty Big ¢ilmHry
®iwnHr (anrn. phishing, Big fishing — pnbanbcTBO) — UE BUA iIHTEPHET-LLAXPaNCTBa,
METOI0 SIKOrO € OTPUMAaHHA AOCTYny A0 KOHMIgeHUinHOT iHbopMaLil KopucTyBadiB -
noriHiB Ta naponen. Lle gocaraetbCs WNAXOM MNPOBEAEHHA MaCcCOBUX PO3CUITOK
€MNeKTPOHHMX NUCTIB abo MOBIAOMMNEHb B COLLianbHUX Mepexax Bifd iMeHi BigoMuXx
opraHisauin, Hanpuknag, Big iMeHi GaHkiB. Y nuUCTi, 3a3Bu4an, MICTUTbCA MpsiMe
NOCUMaHHS Ha CaunT, KUK 330BHI He BiOPI3HAETLCABIA cnpaBXHboro. licna Toro, fK
KopucTyBad noTpannsie Ha niapobneHy CTOPiHKy, Lwwaxpai HamaratTbCs PisHUMMK
NCUXONOrYHUMW NPUAOMaMN NPUMYCUTU MOrO 3a3HAYNTU CBIN NOTiH Tanaporib, KUK BiH
BMKOPUCTOBYE AN OTPMMaHHA  JOCTyny A0 neBHoro canty. OTpumaHHA
KOHcpiaeHUinHoT iHbopmaLii KopucTyBada fae MOXIUBICTb LLaXpasiM BUKOPUCTOBYBATH
o6nikoBi 3anucy Ta GaHKIBCbKi paxyHKN KOPUCTYBaYiB B CBOIX LiNsX.

17.1.  O3Haku ILUNHIOBUX JNTUCTIB:

- Aopeca BignpaBHuKka. QiWKMHrOBI MNOBIAOMIEHHS, 3a3BuMYan, MalTb BUMMSQ
€NEeKTPOHHOrO NNCTA, KNI 330BHI HE BiAPI3HAETLCS Bif OpUriHanbHOro, BignpaBfieHoro
3 nowTtoBoi cuctemm AT «KOMIHBAHK». 3a gonomoroto LWKiafIMBOro nNporpamHoro
3abesneyeHHs waxpal MOXyTb MiAMIHUTUENEKTPOHHY afpecy, ska BigobpaxaeTbCcs B
OyOb-siKii NOLUTOBIN CKPUHL KITiEHTa.

- EkcTpeHnn xapaktep noBigomneHHs. 3 MeTol 30inblUeHHs KINbKOCTI  Bigrykis,
3MIOBMUCHMKN  HamaralTbCs HagaTV  MOBIAOMMEHHSIM  eKCTPEHUM  XapakTep,
OKpECNIoYM MIMIT Yacy, i BUKNukaTn HeobaymaHi gii kopuctysaya.

- Momunnkn B Temi nucta. Ak npaBuno, B QILUMHIOBUX nucTax, B noni «Tema»
BMKOPWUCTOBYETLCA Pi3HMIW pericTp niTep, Habip nitep Ta uudp, AONyCKaTbCHA
rpamaTtunyHi abo apykapcbki NOMUIKM NS YHUKHEHHS (DiNbTPiB NOLWTOBUX NPOrpam.

- FinepnocunanHa Ha nigpobneHri cantu. MNMocunaHHg, 3asHa4veHi B ilLMHIOBUX NNCTaX,
330BHI CXOXi Ha odiuinHy Beb-agpecy AT «KOMIHBAHK» i nepeHanpaBnsoTb
KopucTyBaudiB Ha Beb6-canTu, AKi iMiTyt0Tb 30BHILHIN BArNSA NEriTMMHOIo canty barky.

17.2. PosnisHatM nigpobneHun canT MOXIMBO 3a agpecow Beb-canty Ta 3a
CMNNAMBaKYMMM BiKHAMMU.
Binbwicte mMeTogiB ilMHry 3BOANTBCHA A0 MACKyBaHHSA NigpobneHmx nocunaHb Ha
diWwnHroBi cantM nig nNocunaHHa  peanbHUX opradisauin. Laxpai 4acTto
BMKOPUCTOBYIOTb afpecy 3 ApyKapCbkuMu nomwunkamu abo cybgomenun. B gincHocri,
agpeca canty (URL) cknapaetbcs 3 Habopy uudp Ta nitep i BMIiCT canty €
nigpobneHnm. Ane 4yactvHa iHpopmauil Ta HEKPUTUYHI MOCUNAaHHA MOXYTb OyTn
OopuvIriHanbHNUMW.
KopucTytoumcb pisHUM LWKIANMBUM NporpamMHnM 3abesnevyeHHam, waxpai MatoTb 3Mory
CTBOpOBaTU Ta po3MillyBatu nigpobneHi cnnusatodi BikHA Ha OCHOBI NEriTMMHOro
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canTy, KOTpi 3anuTyloTb KOHQIAEeHUiMHY iHdopMmauito. MNpu LbOMy CnpaBXHin cant
BaHky 6yge BigobpaxxaTmcb B GOHOBOMY peXxuMi. Taknm YMHOM, BCS, 3a3HavyeHa Bamu,
iHopMmauis B nigpobneHomy cnnuear4oMy BikHI Oyge OOCTyMNHa Wwaxpasam.

17.3. BukoHaHHA nepepaxoBaHNX HUXKYE NpaBui Jo3BONNTL Bam ycnilwHO NpOTUCTOATH
iLUMHrOBUM aTakaMm:

» Hikonn He HagaBawWTe NOriH, Naponb Ta iHWi KOHMIAEHLINHI AaHi CTOPOHHIM ocobam.
He Bignosigante Ha nuctu 3 npoxaHHsaM Bucnatu Bawy ocobucty abo ciHaHcoBy
iHbopMaLUilo Ta He nepexoabTe MO BKa3aHMX MOCWUMAHHSX, OCKINbKW BCi NUCTU, 3
3anMToM KOHQIAEHUNHOT iHpopmaLil € Wwaxpanceknmu.

= [Insa Bxogy Ha Web-cTopiHky IHTepHeT-6aHkiHry «CIB-Online» BukopuctoByinTe nuwe
agpecy https://cib-online.com.ua, BeBegeHy BPYYHY B agpecHuin pagok Baworo
Opaysepy abo KOpMCTyNTECH BNACHUMM 3aKnagkamu.

» BukopuCTOBYNTE OCTaHHIO Bepcito bpaysepa. Taki 6paysepu sik Internet Explorer,
FireFox, Google Chrome, Opera cuctemaTU4HO OHOBIIOIOTHCS | MalOTb (PINbTP 3aXUCTY
BiZ (pinHry.

= 3aBxgun nepesipanTe, Npu nepegadi nepcoHasnbHoi iHdopMaLii, Ta BUKOPUCTOBYNTE
WwndgpoBaHe 3'efgHaHHsA. [Mpu BMKOpUCTaHHI Ge3neyHoro 3’eAHaHHA agpeca canty
3aBxanposnodnHaeTbes 3 "https://", a He 3 http://.

18. Axwo Bwu oTpumanun cymHiBHMIA enekTpoHHun nuct Big imeHi AT «KOMIHBAHK», a6o
BMABMNM diumHrosun sebcant baHky, abo BMABUNU HECaHKLiOHOBaHWA OOCTyn Ta/abo 3MiHy
BawWwmnx gaHunx/iHdpopmaldii B IHTepHeT-6aHkiHry «CIB-Online» nosigomTe npo ue KoHTakT-LleHTp
AT «KOMIHBAHK» 3a TenedgoHamm 0 800 501 200 (43BiHKM 6E3KOLUTOBHI y Mexax Ykpainu), +38
(044) 290-79-00 (BapTiCTb A3BiHKIB 3rigHO 3 Tapudamu Balloro onepartopa), abo nepeLnitb
CYMHIBHUM NUCT/ BignoBigHy iHbopmauito Npo BebcanT/HeCaHKLiOHOBaAHUI JOCTYN/3MiHY BaLloi
iHbopMaLii 3 KoOMeHTapsAMM Ha eneKkTPoHHY agpecy: info@cib.com.ua.
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